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Microsoft Edge: ACG bypass using UnmapViewOfFile
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Background:

To implement ACG ( i ) i i i -code-executs , Edge uses a
separate process for JIT compiling. Tnis JIT Process 1s also re'porsxb‘ ‘cr mapping native code into the requesting Content Process

In order to be able to write JITted (executable) data into the Content Process, JIT Process does the following:

1. It creates a shared memory object using CreateFileMapping()

2. It maps it into Content Process as PAGE_EXECUTE_READ and in the JIT proces as PAGE_READWRITE using MapViewOffFile2(). At this point the memory
is reserved, but not yet committed.

3. bhen individual pages need to be written to they are first allocated from the region in step 2 using VirtualAllocEx(). This also marks the
memory as committed.

The issue:

If a content process is compromised and the content process can predict on which address JIT process is going to call VirtualAllocEx() next
(note; it is fairly predictable), content process can:

1, Unmap the shared memory mapped above above using UnmapViewOffile()

2. Allocate a writable memory region on the same address JIT server is going to write and write an soon-to-be-executable payload there.

3. When JIT process calls VirtualAllocEx(), even though the memory is already allocated, the call is going to succeed and the memery protection
is going to be set to PAGE_EXECUTE_READ.

Note #1: The content written in step 2 is going to survive the memory protection change.

Note #2: JIT server is going to write the JITted payload into its own "side" of the shared memory, so the content in the Content Process is not
going to get immediately overwritten.
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https://www.ithome.com.tw/users/%E6%9E%97%E5%A6%8D%E6%BA%B1
https://bugs.chromium.org/p/project-zero/issues/detail?id=1435
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https://bugs.chromium.org/p/project-zero/issues/detail?id=1435
https://www.ithome.com.tw/news/93535
https://www.ithome.com.tw/news/112062
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https://www.ithome.com.tw/news/117580

