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ADV190005 | Guidance to adjust HTTP/2 SETTINGS frames
Security Advisory

Published: 02/20/2019

Executive Summary

Microsoft is aware of a potential condition which can be triggered when malicious HTTP/2 requests are sent to a Windows Server running Internet Information Services (IIS). This cc

The HTTP/2 specification allows clients to specify any number of SETTINGS frames with any number of SETTINGS parameters. In some situations, excessive settings can cause servic
is closed.

To address this issue, Microsoft has added the ability to define thresholds on the number of HTTP/2 SETTINGS included in a request. These thresholds must be defined by the IS ac
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https://www.ithome.com.tw/users/%E6%9E%97%E5%A6%8D%E6%BA%B1
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV190005
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https://support.microsoft.com/en-us/help/4487006/windows-10-update-kb4487006
https://support.microsoft.com/en-us/help/4487011/windows-10-update-kb4487011
https://support.microsoft.com/en-us/help/4487011/windows-10-update-kb4487011
https://support.microsoft.com/en-us/help/4487029/windows-10-update-kb4487029
https://support.microsoft.com/en-us/help/4491420/define-thresholds-on-the-number-of-http-2-settings-parameters-exchange
https://support.microsoft.com/en-us/help/4491420/define-thresholds-on-the-number-of-http-2-settings-parameters-exchange

